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Planning Ahead 
Retailers put a premium on protecting customer data by M.V. GREENE 

This is the second article in a three-part series examining cyber crime in retail and how the industry is responding. 
The final article in the series will examine specific techniques retailers can employ for building effective cybersecurity 
risk mitigation plans. 

The fight against cyber crime in 
the retail industry comes with a 

huge concession: If you are targeted, 
some enterprising cyber criminal is 
going to invade your systems and steal 
your data no matter what precautions 
you've taken. 

The retail sector is "essentially a 
honeypot for both credit card data 
and other consumer information," 
says A r i Baranoff, special agent in 
charge of the Criminal Investigative 
Division at the U.S. Secret Service, 
which investigates financially moti
vated crime. 

The seminal breach of mass retailer 
Target, discovered last December, 
offers a case in point for that conces
sion. Nonetheless, an admission by 
the chain's executive vice president 
and chief financial officer in written 
testimony to the Senate Judiciary 
Committee is startling, if not surpris
ing. The Target executive, John J. 
Mulligan, outlined a scenario that is 
keeping retailers on edge despite their 
best efforts at cybersecurity. 

Mulligan told the panel, " O n the 
evening of December 12 (2013), we 
were notified by the Justice Depart
ment of suspicious activity involving 

payment cards used at Target stores. 
We immediately started our internal 
investigation." Mulligan said what 
other retailers have as well — that the 
breach occurred without them know
ing about it or being able to do any
thing to stop it . 

Despite Target's efforts at installing 
and running sophisticated firewalls, 
malware detection software, intrusion 
detection capabilities and data-loss 
prevention tools, the hacker still in
filtrated the networks of the nation's 
second-largest general merchandise 
retailer, resided in the systems for an 
extended period and made off wi th a 
reported 40 million credit card num
bers and 70 million additional cus
tomer records. 

Last month it was revealed that 
The Home Depot had been hit by an 
apparent data breach of customer 
payment card information. Security 
experts have said the hacker inserted 
malware into the company's point-of-
sale terminals — possibly in all 2,200 
of the chain's stores — potentially 
impacting more than 70 million cus
tomers. Similar to the Target breach, 
the hacker may have been in the home 
improvement chain's networks for as 

long as six months before detection. 

GROWING AWARENESS 
Baranoff says that preventing the 

most persistent and sophisticated 
cyber breaches is nearly impossible, 
but retailers need to be prepared to 
mitigate the damage as soon as pos
sible. 

"The bad actor is inside your system 
typically months and weeks ahead of 
time prior to actually either removing 
the data or up until you've identi
fied that there has been a significant 
breach," he says. " I f you are able to 
detect that nefarious behavior early 
on, you're containing the problem and 
remediating i t . " 

In his testimony, Target's Mulligan 
explained the steps the chain took 
within days of learning it had been 
hacked, including meeting with Justice 
Department and Secret Service of
ficials, hiring an independent team of 
experts to ensure a thorough forensic 
investigation, removing the malware 
linked to its POS systems, notifying 
payment processors and card net
works of the breach and communicat
ing to customers. 

When breached, retailers need 
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to approach the situation the way 
law enforcement would approach a 
traditional crime scene or burglary, 
Baranoff says. They must determine, 
" H o w does the bad actor get in? 
Where did they go once they were 
inside? H o w did they leave? What did 
they take with them once they left?" 

Mulligan's testimony essentially 
intimated a consensus permeating 
through retail as awareness and dil i 
gence focused on understanding the 
effects of cyber crime has probably 
never been higher. 

"We wi l l learn from this incident 
and as a result, we hope to make Tar
get, and our industry, more secure for 
consumers in the future," he said. 

Cy Fenton, CIO for Books-A-Mil-
lion and president of booksamillion. 
com, says retail CEOs and directors 
today are "a lot more engaged on this 
topic. 

"For many companies trying to 
grapple with cyber risks, it has really 
given them a good reason to go back 
and revisit risks to the entire enter
prise," he says. 

Fenton, who chairs NRF's CIO 
Industry Council, a committee of 
retail chief information officers at the 
forefront of devising industry cyber-
security initiatives, says the whole of 
the retail operation has no choice but 
to be proactive. Retail executives are 
increasingly concerned with business 
continuity issues, regulatory scrutiny 
and reputation and brand fallout, all 
of which surface when consumers' 
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information is compromised. 
" I f we don't take steps to protect 

our customers, we've pretty much lost 
everything," Fenton says. "We lose 
the trust of our customer, which is the 
most important thing we have as a 
business." 

ALIGNING OBJECTIVES 
Preliminary results of a security 

survey of 34 retail and distribution 
organizations consultant Deloitte 
is conducting for NRF showed that 
retail organizations rate the theft of 
customer data from cyber breaches as 

"How does the bad 
actor get in? Where did 
they go once they were 

inside? How did they 
leave? What did they 
take with them once 

they left?" 
— Ari Baranoff, U.S. Secret Service 

their highest security concern. That 
is followed by regulatory fines and 
financial fraud, according to the Retail 
Cyber Risk Survey, which launched in 
July to assist retailers in understanding 
security challenges and threats to the 
industry. 

More than 70 percent of respon
dents said they are working toward 

some degree of business alignment 
in their cybersecurity programs. The 
survey seeks to determine the level of 
engagement in cybersecurity efforts in 
retail, such as with key executives and 
boards, among other questions. 

Tom Litchford, NRF vice presi
dent for retail technologies, says the 
industry is striving to keep retailers 
informed about the cyber threat land
scape through information sharing 
and analysis, including collaboration 
with partner organizations like the 
U.S. Department of Homeland Securi
ty's Information Sharing and Analysis 
Centers and National Cybersecurity 
and Communications Integration 
Center. 

Among the techniques it employs, 
NRF uses a color-coded "Traffic 
Light Protocol" notification as part 
of a retail cyber intelligence listserv to 
process, store, archive and disseminate 
cyber threat information based on pre-
established protocols. 

Because of potential liability issues, 
sensitive cyber risk information typi
cally has been kept close to the vest 
by retail companies. Litchford says 
NRF is seeking to establish trust be
tween retail organizations so sharing 
becomes a "natural rhythm of the 
business." NRF also is aggressively 
advocating for legislation in Con
gress that would make information 
sharing easier. 

"The objective is to provide a forum 
to network and collaborate," Litch
ford says, "and, equally as important, 
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THE "HOW" OF CYBER BREACHES 
Whether it is a denial of service attack where a hacker takes down a 

website or theft of data where the hacker goes into a network to steal credit 
card information, a cyber breach can happen in many different ways, says 
cybersecurity expert Mark Weatherford, a principal with the Chertoff Group 
security advisory firm. 

In the Target breach, John J. 
Mulligan, the chain's executive 
vice president and CFO, told 
a Senate committee that the 
hacker used credentials stolen 
from one of Target's vendor 
partners to infiltrate the 
retailer's network. 

Weatherford says in another 
instance, a hacker could send 
a targeted email to several 
people in a company seeking 
information on the company's 

hiring process. Embedded in that email would be a link to take the recipient 
to what appears to be a legitimate website purporting to feature a list of job 
candidates. But the recipient's click-throughs activate software that installs 
malicious code on the recipient's computer. 

The hacker is now in and starts to search for credit card numbers, personal 
information, proprietary corporate secrets and the like. Weatherford calls it 
"harvesting," where malicious code copies data on the original recipient's 
computer, compromises other vulnerable computers on a network or runs 
programs to obtain log-ins and passwords. 

"If the hacker is looking for specific things, like Social Security numbers or 
credit card numbers, it can actually scan a computer looking for certain strings 
of numbers and characters that are similar," Weatherford says. 

Books-A-Million CIO Cy Fenton says retail chains can be particularly 
vulnerable to having their systems breached because of the many computing 
devices that reside on the edges of their networks. "The further out on the 
edge on your network you go, the more pieces there are that are remote to 
your centralized environment," he says. 

In retail, "the edge" might be data centers pushed out to stores from 
centralized home offices with strands that often include districts, regions, 
distribution facilities and ultimately stores. 

"One of the things most retailers are dealing with are all of these different 
computing devices, whether they are point-of-sale or mobile devices or 
inventory or back office computers at the store level, and all of the networks 
that connect to them to generate literally millions of events a day," Fenton 
says, adding that an event might be a network anomaly that must be 
categorized and determined appropriate for a particular device. 

"We run millions of auditable network events a day, and out on the edge it 
can be one store that gets compromised and leads back into the core," he says. 

Fenton says retail organizations do have automated tools throughout the 
far reaches of their networks to detect suspicious activity and have made 
improvements over time. But most retailers simply do not have the resources 
to perform the robust levels of physical monitoring at the edges that they do 
at the core, he says. 

establish relationships with key part
ners who can help provide early warn
ing, detection and analysis relative to 
the cyber threat landscape." 

Fenton adds that the nature of se
curity professionals is to be extremely 
discreet, but he nevertheless expects 
collaboration to occur. " A lot of 
times they do not want to reveal their 
methods because the bad guys might 
figure out what we are doing to 
thwart them and would work around 
i t , " he says. 

"If we don't take 
steps to protect our 
customers, we've 
pretty much lost 

everything. We lose 
the trust of our 

customer, which is 
the most important 
thing we have as a 

business." 
— Cy Fenton, Books-A-Million 

Litchford says that cybersecurity 
always has been an issue of high pri
ority for retail CIOs as a "first line of 
defense" for protecting the organiza
tion's sensitive customer, employee 
and corporate data. 

" I believe retailers as a whole do 
everything they can to protect data," 
he says. "Unfortunately, some pretty 
sophisticated criminals have access 
to some very innovative technologies 
wi th an extremely low cost of entry 
and the potential for some very lucra
tive paydays. So while the role of IT 
is to do everything it can to prevent 
cyber breaches, this is a business 
continuity problem that requires a 
pre-planned response from the entire 
executive suite." S T O R E S 

M.V. Greene is an independent writer and 

editor based in Owings Mills, Md„ who 

covers business, technology and retail. 
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